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Overview

Bagger is Library of Congredgsol for bagging filegnto the Baglt spedication structure It is a graphical user interface
(GUI)designed by Library of Congress to hesarfriendly alternative to the commantine Baglt applicationThe official
download ofthe Bagger toglas well asnore information on the Baglt specification, can be found on the Library of
Congress GitHub pa@e https://github.com/LibraryOfCongress

The structure of the bags created in this guide conform to the Baglt specification 0.97.

Bag structure created using this guide:

<base directory>/
bag - info.txt

I

| bagit.txt

| manifest - sha256.txt

| tagmanifest - sha256.txt
\ --- data/

| [payload files]

Special Note on Non-Windows Operating S ystems

This manual presumes that you are moving material within a Windows environment (that the original machine and bag
destinatiort probably a hard drive are both running on Windows operating systems). If materials are originating on a
Mac OS computer @omputer running another noliVindows operating system, please contact the staff ofEhgital
Services Sectidior further assistance.

Important Considerations Before Bagging Records

File Paths

Please note thanot all file systems suppofile paths lager than 255 characteendit is strongly recommended to
keep path length within this limit,or the fileswill become inaccessiblnd invalidate the badrhe file path begins with
the drive name, includes any folders and ends with the filename (for examplexadplé&path.txt). Pleasecheck that
long file names and deeply nested folders do not result in a |patther than 255 characters

Accessibility

For transfer to the State Archives of North Caroliregards should not be passwoptotected, encrypted, or have

other digital rights management that prevents the document from being opened. If the encryption key or password are
lost the files will remaimnaccessible to future users and cannot serve their documentary purpose or be properly
preserved Confirm that records are accessible (i.e., able to be opened) prior to transfer.

Confidentiality

If confidential or restricted data exists fiacords being transferred to the State Archives of North Cardilifiarm the
archivist with whom you are workirgndindicateits presence on the transfer formThe bag name should contain the
word CONFIDENTIALRESTRICTED, for example 20180509 _Item_47359 CONFIDENTIAL.
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1. Downloading and Installing Bagger

1.1 Download Files from GitHub

Downloal the most recent version @aggerby visiting the Bagger GitHub page at
https://github.com/LibraryOfCongress/baggerThe page has a link to the latest available release at
https://github.com/Lib raryOfCongress/bagger/releases/latest

Bagger

Introduction

The Bagger application was created for the U.S. Library of Congress as a tool to produce a package of data files according to
the Baglt specification (http://tools.ietf.org/html/draft-kunze-bagit).

The Bagger application is a graphical user interface to the Baglt specification. The latest Bagger release is available on GitHub
at https://github.com/LibraryOfCongress/bagger/releases/latest

Bagger differs from the java Bagit Library by providing graphical user interface for file and data manipulation features as well
as a visual view of the bag contents, bag state and options. In addition Bagger provides a project profile capability. Users can
create customized bag-info.txt data with project specific properties that the user defines.

These project profiles can be edited manually and shared with other users.

Support

After navigating tathe most recent version, click on tlfieersion]zip link. At the time this guide was written, Bagger
2.8.1 was the most recent version.

Release 2.8.1

johnscan(ella released this 5 days ago

Dv2a1

O ecd742e
Assets
[ bagger-2.8.1.zip 189 M8
Source code (zip)
Source code (tar.gz)

minor update to copy new North Carolina State and Local government profiles to the default profiles
location

The download will begin and show up in your dovads bar.You can save the zip file wherever you like, but note the
location. Your computer will likely automatically save it in a download folder.


https://github.com/LibraryOfCongress/bagger
https://github.com/LibraryOfCongress/bagger/releases/latest
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£ bagger-2.8.1.zip 2

1.2 Extract Zipped Files
If you are running a Windows system that supports reading zipped yibessan use the Windows default zip readbr.
your Downloads foldeiselect thezip filebagger2.8.1.zipandright click. Selec® E (i NJ- (hen chdode X destination
folder, such as your C: drive or DesktQiickExtract

i 2

~

&) 1, Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

C:\Users\japatrick-burns\Desktop

[¥] Show extracted files when complete

[ Extractj[ Cancel ]

You may also choose to ug&ip or another file archiver utility.
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1.3 Resolve Java Error

Bagger requires Java Runtime Environment (JRE) be installed and accessible by Bagger. JRE is widely used, and mo
computers will already have a copy. If the computer you are working wiitho@g not have a copy or (b) the computer
cannot correctly locate its copy, you will receive an error when you attempt to open Bagger.

Ay you do not receive an error, you may skipis section and proceed directly t@. Creating a Bag

2 However, if you do receive a Java error, you will need to folltvese steps with administrator

rights to your computer. If you do not have administrator rights, your computer will refuse to allow you
to make the following changes. If you are not sure gy have administrator righs, try the following

steps and stop if you receive a message indicating that you need administrator rights to proceed.

Open Bagger
DoubleclickC\ bagger2.8.1\ bin\bagger.bat and the Bagger applicatiamll start.

(Note: if you have installed Bagger in another location, navigabatmer.batand doubleclick).
A black commandine window will first appear, and a moment later this image:

LIBRARY OF
CONGRESS

BAGGER

Bagit rsion 3.9
avel ant

The e ent Centar

Confirm that JRE is installed
You can check your computer to see if youda JRE installed bgvigating to the Control Panel.
For Windows 7, sele8&tart-> Control Panel
C2NJ2AYR26a& mMnI &SFENODK FT2N) a/ 2y aGNRf tlySte Ay (GKS
If your Control Panel is in Category View (see below), cli€kategoryand change it t&mal Icons Doubleclick on
Javato open theJava Control Panel
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() ~[B» ControlPanel » All Control Panel ltems »

<[4 ][ 5e0

Adjust your computer's settings

? Action Center
B BitLocker Drive Encryption
4D Date and Time
% Devices and Printers
& Folder Options
«z HomeGroup
& Keyboard
%% Network and Sharing Center
! Personalization
& Realtek HD Audio Manager
& Sound
\ol, Taskbar and Start Menu
& Windows Defender

{1 Administrative Tools
E¥ Color Management
@ Default Programs

B Display

IA Fonts
& Indexing Options
[ Location and Other Sensors
Notification Area Icons
=] Phone and Modem
& Recovery

& Speech Recognition
[ Troubleshooting

# Windows Firewall

[mg AutoPlay

[fas Configuration Manager
i Desktop Gadgets

@ Ease of Access Center
5] Getting Started

ej Internet Options

D Mail (Microsoft Outlook 2016) (32-bit)
NVIDIA Control Panel
3 Power Options

® Region and Language
@) Sync Center

82, User Accounts

EJ Windows Update

View by:  Smallicons ¥

@ Backup and Restore

Credential Manager

&3 Device Manager

Flash Player (32-bit)

F& HEAT EMSS Agent Control Panel
| Java (32-bit)

& Mouse

M Performance Information and Tools
ﬁ" Programs and Features

%3 RemoteApp and Desktop Connections
18 System

@ Windows CardSpace

Select theJavatab to view the screen that provides access to dlawa Runtime Environment Settings.
Select theView... button, and this will display the Java Runtime Versions you have installed.

s ‘ g [\
| £/ Java Control Panel = I L
| General | Java | security | Advanced|

h
View and manage Java Runtime versions and settings for Java applications and applets. E
y
| £/ Java Runtime Environment Settings | % |
User System
Pla... Product Location Path Runtime Parameters  Enabled  Archite...
18  [1.8.0_151 jttp:/fiava.... [c:\Program ... ] | [x86
.
Find ] [ Add ] Remove
[ OK ] [ Cancel ]
5
[ ok ][ cancel || Aapply
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This displaythe version and the installation location.
If it appears that you have a JRE installed, skip down to step 1.2 to confirm that the JRE environmental variable is
defined.

Download and Install JRE if it is not already installed.

1. Oraclehttp://www.oracle.com/technetwork/java/javase/downloads/index.html

2. CNEThttp://download.cnet.com/Java-Runtime-EnvironmentJRE/3002356 410009607.html
Note the JRE is generally installed to @dProgram Filesr C\Program Files (x8&jlder.

Configure JRE environmental variable
Navigate to theAdvanced sy®em settings

1 For Windows 7Erom theStartmenu, right click on th€omputerbutton. Fromright-clickmenu, select the
Propertiesoption. Select theAdvanced system settingink on the left

T C2NJ2AYyR2¢6a mnY yIFE@A3ILGS G2 GKS / 2y i NER Click dSfsten, o &
then Advanced system settings

Select theEnvironment Variabledutton near the bottom of the dialog box.

| System Properties x|

; ;VComputer Name ] Hardware ( Advanced System Protection  Remote |

You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memory usage, and virttual memory

Settings

User Profiles
Desktop settings related to your logon

Startup and Recovery
9 System startup, system failure, and debugging information

:

AnEnvironment Variablewindow will appear. First verify that thtAVA HOMEnvironmentvariable isot defined.

Theenvironment variablesre listed alphabetically. Scroll down the list, until you see where the environment variables
would be listed that start with J. In the example below, there idAYA_HOMIzariable listed in this dispyaso it is not
yet defined. We will create it in the following steps.


http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://download.cnet.com/Java-Runtime-Environment-JRE/3000-2356_4-10009607.html
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™

System Properties [ =X |

-
Environment Variables \

User variables for japatrick-burns

Variable Value

PATH C:\Users\japatrick-burns\AppData\Local. ..

TEMP %USERPROFILE%\AppData\Local\Temp

T™P %USERPROFILE%\AppData'Local\Temp
New... | [ Edit.. |[ Delete

System variables

] Variable Value =
AGSDESKTOPJAVA C:\Program Files (x86)\ArcGIS\Desktop... —
| ComSpec C:\WINDOWS\system32\cmd.exe
DEFLOGDIR C:\ProgramDataMcAfee\Endpoint Secu...

FP_NO_HOST_C... NO 2

New... | [ Edit.. |[ Deete |

| o)

To create a new Environmental variable, selectN®sv button in the lower half of the window.
Anew Edit System Variablavindow will appear.

In the Variable namdield, type JAVA_HOMEHnN the Variable valudield, type the complete path to the folder that
contains the JAVBinfolder, thelib folder, and theCOPYRIGHile. This will beabove thebin folder that contains
java.exg(Note: this willnot be thebin folder, but the folder up one level from tHan folder).

System Properties R

Environment Variables j x|

User variables for japatrick-burns

Variable Value

PATH C:\Users\japatrick-burns\AppData\Local...
TEMP %%USERPROFILE%\AppData'Local\Temp
T™P %USERPROFILE % \AppData\Local\Temp

Edit System Variable [ = |

Variable name: JAVA_HOME

Variable value: C:\Program Files (x86)\Java\jre1.8.0

[ OK ] [ Cancel

NUMBER_OF P... 8

[ mew.. ][ Edt. ][ Deete |

[ OK 1[ Cancel ]

/

ClickOKto close theEdit System Variablevindow.

Review the list o$ystem variablesind verify the JAVA_HOME variable is there.
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Thesystem variablegre listed alphabetically in the lower window. Scroll down through youetisgstem variable$o
confirm theJAVA_HOMfzariable was properly assigned.

ClickOKto close theEnvironment Variablesvindow.

ClickOKto close theSystem Propertiesvindow.
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2. Creating a Bag
2.1 Open Bagger

10

2.1.1If you are transferring documents from a state agency or local office computer to an external hard drive, you will
save the bag directly to the external driveBagger is installed on an external hard drive, navigate to the external hard
drive, locate the foldebagger2.8.1 (or whichever version of bagger you have installed) and double click on the file

bagger.bat

For example, if your external hard drive ispped to the B:drive, navigate tde\ bagger2.8.1\ bin\bagger.bat double

click bagger.batand the Bagger applicatiosill start.

(Note: if you have installed Bagger in another location, you will need to Ibeafger.batfile and doubleclick).

A blak terminal window will first appear, and a moment later this image:

LIBRARY OF
CONGRESS

BAGGER

Supporting Baglt Libra
Developed by The Reposit

2.2 Create a Bag

Creating a New Bag
On the main screeanf the Bagger ApplicatigrelickCreateNew Bag.

A small dialog bowill come up that asks yoto select gprofile. Select SAN&tate for state agencies or SAIMCal for

local government agencies and municipaliti€sckOK

N Bagger 27.6

File | Window Help
= & @ 9 0 H =
Create NewBag  Open Existing Bag ~ Create Bag In Place
4| Bagger Bag Info
Payload e File name:
] | | Pprofile: Bag version:
[ J Holey Bag?: Serialize Type?:
[£) New Bag Dialog ol@] = |
Create Bag
Choose the Bag version
Select Profile: | SANC-state ~|
[ ok [ cancat ]
|
Tag Files hoeo
B -
Console
Complete: () valid: & Profile Compliant: ()
[Mon Feb 19 09:07:51 EST 2018]: This space will contain messages generated by the creating and updating of bags.
Mouse over the status label to see its description.
v
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M = a8 @ © WA
Create New Bag  Open Existing Bag  Create Bag In Place
<> Bagger Bag Info
o
Payload Oe : 1=
D dats = Standard[ 'H
Profile Name R I
itemNumber R ‘
rcNumber R ‘
transferringAgencyName R ‘
creatingAgencyName ‘
creatingAgencySubdivision ‘
transferringEmployee R ‘
B State Archives of North Carolina, Division of North Carolina Department of N |
7 3 receivinglnstitution R and Cultural Resources
Tag Files HO®
=& R = 109 E. Jones St. Raleigh, NC 27601
[ bag-info.oe receivinglnstitutionAddress
“[7 bagittxt =
<] ]
Console
Complete: 9 Valid: 9 Profile Compliant: Q
[Mon Feb 19 09:07:51 EST 2018]: This space will contain messages generated by the creating and updating of bags. B
[Mouse over the status label to see its description.
= [Mon Feb 19 09:09:58 EST 2018]: A new bag has been created in memory. I~

See below fon list of the fields in the Bagger profile.

State Agency Records

Field Required | Values

Item Number Yes Blank

RC Number Yes Blank

TransferringAgency

Name Yes Blank

CreatingAgency

Name No Blank

CreatingAgency

Subdivision No Blank

Transferring

Employee Yes Blank

Receiving Institution Default: State Archives of North Carolina, Division of North Carolina
Yes Department of Natural and Cultural Resources

Receiving Institution

Address Yes Default: 109 E. Jones St. Raleigh2X6D1
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Field Required | Values
Dates of Records

(YYY¥IM-DD)-

(YYY¥IM-DD) Yes Blank

Digital Originality Onti P
ptions: 2?7

Original (Born Digital)

Original Surrogate (Digitized/Migrated & Physical/Original
Destroyed)

Surrogate (Digitized/Migrated & Physical/@nal Kept)

Yes Not-YetKnown

Classification (for
Access) _
Options: ?7?
Open/Public
Open/Redacted
Contains Some Confidential Records
Confidentid/Sensitive
Yes Not-YetKnown

Digital Content Options: ???

Structure Compound (Muiple Types)
Word Processing

Plain Text

TextWith Markup
Spreadsheet

Presentation

Database

AUDIO

Audio: Mono

Audio: Stereo

VIDEO

Video: High Quality/féfessional
Video: Medium Quadtly/Amateur
Video: Animation/Interactie

IMAGE
Image: Raster (for Tiff, PNG,Jpeqjp@00,etc.)
Image:Vector/CAD

Image:Raw/Native

Image: Geosp#l Raster

Image: Geospatia/ector

Email

Web Contetr Site/Page/SocialMediBlog/etc.
Software: Game/Application/Virtual MacleiCode/etc.
Disk Image/Fansic Image

Archive: Zip/Tar/Arc/Warc/&®F/VEO/etc.
Encrypted (KeAvailable/Acessibé-Content)
Encrypted (NeKey/haccessibleContent))
Yes Not-YetKnown

Notes No Blank
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Field Required | Values
Records Series Titlg Yes Blank
TransferringCounty

Name Yes Blank
CreatingAgency

Name Yes Blank
CreatingAgency

Subdivision No Blank
Transferring

Employee Yes Blank

Receiving Institution

Default; State Archives of North Carolina, Division of North Carolina

Yes Department of Natural and Cultural Resources
Receiving Institution
Address Yes Default: 109 E. Jones St. Raleigh, NC 27601
Dates of Records
(YYY¥IM-DD)-
(YYY¥IM-DD) Yes Blank
Digital Originality Options: 227
Original (Born Digital)
Original Surrogate (Digitized/Migrated & Physical/Original
Destroyed)
Surrogate (Digitized/Migrated & Physical/@nal Kept)
Yes Not-YetKnown
Classification (for
Access) _
Options: ?77?
Open/Public
Open/Redacted
Contains Some Confidential Records
Confidentid/Sensitive
Yes Not-YetKnown
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Field Required | Values
Digital Content Options: ???

Structure Compound (Mulple Types)
WordProcessing

Plain Text

TextWith Markup

Spreadsheet

Presentation

Database

AUDIO

Audio: Mono

Audio: Stereo

VIDEO

Video: High Quality/féfessional

Video: Medium Qudly/Amateur

Video: Animation/Interactig

IMAGE

Image: Raster (for Tiff, PNG,Jpeqjp@00,etc.)
Image:Vector/CAD

Image:Raw/Native

Image: Geosp#l Raster

Image: Geospatid/ector

Email

Web Content: Site/Page/SocialMadBlog/etc.
Software: Game/Application/Virtual MaclefCode/etc.
Disk Image/Fansic Image

Archive: Zip/Tar/Arc/Warc/&®F/VEO/etc.
Encrypted (KeyAvailable/AcessibleContent)
Encrypted (NeKey/ihaccessibleContent))
Yes Not-YetKnown

Notes No Blank

Adding Payload to Bag
Nothing has been saved yet, and there is nothing in your bag yet. To adiitfit,click on the gree\dd Databutton
or go toFile >Add Data...

<> | Bagger Bagl
Payload
L] data click to add Files bf

] Hnle

A newdialogbox will appear. Select the files and/or folders you would like to be bagged. You mayasaieny
folders as you like from as many places as you like.

Slect theOpenbutton to placeyour selections in the bagNote: When you clic®pen nothing happens to the actual
files. You are simply preparing a list, and you may still addemndve files freely at this stage. You are not committing
yourself to anything.)
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The new files will appear in the Payload section on the left:

<> | Bagger
Payload ve

E}{B data
-3 Item_47359_Projects_File

|»

14

4 l g ] »|

Tag Files Bl

S27— -
] bag-info.bxt

If you are on a Windows 7 computer, you may receive an error like the following:

-

Error - file not added [ =2 |
Error adding bag file: C:\Users\Public\Desktop\Adobe Acrobat 9 Pro.nk
. due to:

Cannot remove basePath ChUsers\strent\Desktop from Chlsers\Public\DesktoptAdobe Acrobat 9
Pro.nk

Lok |

If you receive an error like this, note the exact file paths that it suggests. In the error above, the user asked Bagger to
retrieve a file from insideC\Usersrtrent\Desktopand bagger indicated that it was unable to retrieve the file because

its actualpath isCA\UsersPublid DesktopAdobe Acrobat 9 Pro.Inka this example, the user needed to navigate to
C\UsersPublid DesktopAdobe Acrobat 9 Pro.Irtk add theAdobe Acrobat 9 Pro.Irfke. These errors occur because of
the way users are handled in ldiows 7. A file may be visible to several users, but is owned by only one user.

Saving the Bag
Click on thesaveBag As..button.

Make sure that theag manifestand payload manifestooxes arecheckedand set tasha256
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|£:| Save Bag Dialog - O X

Save Bag
Define the Bag settings

Save in: | || Browse |
Holey Bag?: [ |Holey Bag

Serialize Type?: ® none O zip

Generate Tag Manifest?:

Tag Manifest Algorithm: |5ha256 '|

Generate Payload Manifest?:

Payload Manifest Algorithm:|5ha256 '|
OK | | Cancel |

Click theBrowsebutton and browse to thelesired folder on thexternal hard drive. In thEile Namebox, type in the
name of the bag. This will be the title of the folder that holds the Ibage: please use thBrowsebutton to navigate to
the correct location and thetype in the bag name, rather than simply typing the path into 8awe irfield, as Bagger
will encounter an error and be unable to save the bag.

Follow these rules when naming a bag:
- Always end the bag name wittbag
- Begin the bag name with the itemumber of the transfer
- If the bag contains confidential information, include the word CONFIDENTIAL in the name
- Replace all empty spaces with underscokeasiey Exec_Ordeisstead ofEasley Exec Ordérs
-Ly Ot dzZRS GKS RIFIGS GK® o0F3 61 a& YFRS o0G2RI&Qa RI
- Make the name of the bag meaningful, so that if you look at the bag another date, you can easily discern the
nature of its contents without having to open it
- Exampleshag name 3989 lankforddocuments 20120214 bag

ClickOKto begin saving the lgza After you cliclOK Bagger will first checksum the original files, then copy the files onto
the hard drive.

Note: After you click OK to save the bag, if you hover your cursor over Bagger, the cursor will appear busy. This will
continue until Bagger has finished checksumming the files. Once Bagger begins to copy the files, a progress bar will
appear and the cursor willeturn to normal. Do not worry if Bagger appears to hang for a long time. It is simply
checksumming the files.

Once the bag has been saved, a popup window will appear:
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= Bagger 2.8.1

File Window Help

o = 28 e e o

Create New Bag  Open Existing Bag  Create Bag In Place

<> | Bagger Bag Info
= yoag
Payload R —
=HE data = Bag-Info
£3 Item_47359_Projects_File e
Profile Name F
itemNumber F
I - F
Bag saved 2|
\EncyName F
~ Bag saved successfully.
i) yName
S
WSubdivision
< ZZ
OK lployee F
Tag Files L
[SE=1 |~ | receivinglnstitution F
[ bag-info.txt
“[] bagittxt
<]
Console
Complete: 0 Vvalid: &g
[Mon Apr 23 15:17:42 EDT 2018]: A new bag has bee
[Mon Apr 23 15:19:11 EDT 2018]: Files have been adc
[Mon Apr 23 15:22:59 EDT 2018]: Files have been adc
C:\Users\japatrick-burns\Documents\Department_t
=i le

ClickOKon the popup window The popup window will disappear and the main windeilv display information about
the new bag:

&M Bagger 2.8.1

File Window Help

M =2 @& 9 9 O0H 4

Create New Bag  Open Existing Bag  Create BagIn Place Validate Bag IsBag Complete CloseBag SaveBag SaveBagAs..

<>  Bagger Bag Info
Payload (Y rcNumber R[139.p a
B data a| | digitalOriginality R [Original (Born Digital)
(23 Ttem_47359_Projects_File
Payload-Oxum [352853
Notes ‘

creatingAgencyName ‘

datesOfRecords (YYYY-MM-DD) - (YYYY-MM-DD) R l(2015-01-01) - (2017-12-31)

creatingAgencySubdivision ‘Administrative Services —
State Archives of North Carolina, Division of North Carolina Department of N
receivingInstitution R and Cultural Resources
A
<l | Bag-Size [352K8 7
TagFiles @ | Bagging-Date [2018-04-23
£ Ttem_47359_Projects_File_20180423_bag |4 Department of Information Technology
[ bag-info.t transferringAgencyName R
[ tagmanifest-sha256.tct =
+[] manifest-sha256.b¢t « T > 1_
[ bagitta
Console

Record the Size of the Saved Bag 3 o
On thisscreenyou will want to note two pieces of informationfortile. 3 [ Ada0 | YR 5SaONALIA?Z
Electronic Recordbransfer FornRG2D fittps://archives.ncdcr.gov/government/formsgovernmeny:
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oPayloadOxumé For example, in the screen copied below, the payloadm was35285.3 Thus, there wer8
files in this bag.
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3. Validating a Bag

Immediately after creating a bag, it is a good idea to validate it to authenticate that the bag was successfully created.

3.1 Open Existing Bag

On the mainBaggeiscreen, cliclOpen Existing BagA popup window will appear:

Navigate to the bag you wallike to validate and cliodRpen The bag will appear in the main screen:









